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INTRODUCTION

In view of the recent amendment made in the Patents Act, 1970 by the Patents (Amendment) Act, 2005
effective from 01% January 2005, the Official Journal of The Patent Office is required to be published under
the Statute. This Journal is being published on weekly basis on every Friday covering the various proceedings
on Patents as required according to the provision of Section 145 of the Patents Act 1970. All the enquiries on
this Official Journal and other information as required by the public should be addressed to the Controller
General of Patents, Designs & Trade Marks. Suggestions and comments are requested from all quarters so that

the content can be enriched.

( PROF. (DR) UNNAT P. PANDIT)
CONTROLLER GENERAL OF PATENTS, DESIGNS & TRADE MARKS

15" DECEMBER, 2023
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section 25(1) of the Patents (Amendment) Act, 2005 read with Rule 55 of the Patents (Amendment) Rules,
2006.

Notice is also given that if any interested person requests for copies of the complete specification, drawing and
abstract of any application already published, the photocopy of the same can be supplied by the Patent Office as
per the jurisdiction on payment of prescribed fees of Rs.8/- per page. If any further details are required to be

obtained, the same can be provided by the respective Patent Offices on request.
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DETECTION OF MALICIOUS BLOCKCHAIN ATTACKS USING FEDERATED

LEARNING

Technical Field
[0001] The embodiments herein generally relate to a method for an detection of

malicious blockchain attacks using federated learning.

Description of the Related Art

[0002] With the advancement of the internet era, attack behaviors such as internal
threats, zero day vulnerabilities, and DoS attacks grow more prevalent, and intrusion detection
becomes an important way of network attack detection. Federal Learning (Federal Learning)
is a distributed machine Learning technology that breaks down data islands and unlocks the
potential of artificial intelligence applications, and it can enable all Federal Learning
participants to realize joint modelling by exchanging encrypted machine Learning intermediate
results on the basis of not disclosing encryption forms of bottom data and bottom data. The
goal is to develop machine learning models jointly, with no data being sent from one participant
to the next. A blockchain is a distributed book in which data blocks sequentially build a chained
data structure. Blockchains are widely employed in various sectors due to their decentralized,
non-falsifiable, and non-forgeable characteristics. Because the points of attack are spread
across numerous places, such attacks are known as distributed denial of service attacks, which
can occur in multiples. Deep learning is a critical component of artificial intelligence
technology, but its superior performance is frequently dependent on a significant amount of
high-quality training data. Data is retained on client devices throughout training across mobile

devices, and only model parameters are transferred to the server for aggregate. The federal
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learning-based DDoS detection technique successfully tackles the problem of privacy
disclosure, uses data mastered by all participants to train a local model and exchange model
parameters to realize multi-party common modelling, and can complete joint training without
uploading data. Current blockchain techniques have found widespread use in a variety of
frontier fields.

[0003] Under the situation that data is not local, an industrial internet network traffic
intrusion detection algorithm based on a federal learning architecture can construct a global
detection model. In related art, most security privacy protection solutions in the longitudinal
federated learning scene primarily handle a privacy leakage problem of participants in a
process of intermediate result exchange in an iterative process. A flooding assault is the most
prevalent type of DDoS attack, in which an attacker attacks a target server with scattered and
large-flow malicious data packets, rendering the system unavailable. A machine learning
approach is commonly employed in the related art to detect a data stream, that is, a detection
model is trained on line, and then the data stream is detected on line to determine if the data
stream is an attack data stream. Federal learning, like the general deep learning model, has
various security vulnerabilities. Federal learning may experience counterattack during the
system reasoning phase. This opens the door for a hostile client to control the training process.
The previous art provides a credit evaluation method for evaluating a federal learning
participant's credit, which alleviates the problem of multi-party trust to some extent, and
primarily takes interactive credit as a primary component, and requires a block chain to
evaluate a training model of each round. Data preparation is used to remove the impact of data

irregularity, such as the elimination of irregular values and feature normalization.
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[0004] In order to safeguard data privacy, building a worldwide network traffic
intrusion detection model and detecting zero-day assaults becomes an urgent problem that must
be tackled. The central server distributes the current combined model to randomly selected
clients in each iteration of federal learning, and the clients independently calculate the gradient
of the model based on local data from the clients and transmit the gradient to the central server
to be aggregated to calculate a new global model. A data set is vertically segmented and held
by different players in a longitudinal federated learning scene; that is, each participant
possesses a separate attribute subset. It is difficult to find a trusted central node without failure
in the block chain P2P network topology, and the entire training process generates a huge
amount of communication overhead. The accuracy of the detection model in detecting the
newly added data stream in order to realize correct classification of the newly added data
stream is a challenge in the industry that has to be solved. If a hostile player attacks a central
server in the vertical federal learning system, the other participants will be directed to incorrect
reasoning findings. Backdoor attacks aim to ensure that the learnt model behaves differently
on some target subtasks while still doing well on the major task. A number of local nodes have
access to local data sets and processing resources, can meet the requirement for local model
training, have model aggregation capacity, and can aggregate models sent by other nodes. To
generate a trained target longitudinal federated learning model, propagate backwards the final
mistake to update model parameters of a sub-model in each layer of the longitudinal federated
learning model, and loop iterate until a pre-review stop condition is satisfied. Furthermore, in
a one-to-one communication mode, the communication overhead generated by one round of
training is significantly smaller than that generated by centralized federal learning, allowing

resource-limited nodes in an actual blockchain scene to be greatly reduced.
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SUMMARY

[0005] In view of the foregoing, an embodiment herein provides a method for detection
of malicious blockchain attacks using federated learning. In some embodiments, wherein the
data preparation module is used to remove the feature that the missing value in the data set
exceeds a specific proportion, to transform the type of text data into numerical data, and to
normalize the numerical data into a given numerical value range. The current local model
deciding module is responsible for receiving training data sent by the server and determining
a current local model based on the training data. The local data set of the local node is
processed to obtain local node pretreatment data, which consists of a training set and a test set.
To obtain an intermediate detection model corresponding to each initial detection model,
perform incremental learning on each initial detection model depending on the data stream to
be detected. The active computing node resists and trains the central server model by merging
the resistance sample data supplied by the verification committee, so strengthening the central
server model's ability to defend against attacks. Federated learning is combined with block
chain, buffering time constraints are implemented, and clients who are unable to upload local
models on time are excluded.

[0006] In some embodiments, wherein the mining nodes vote jointly on the local
detection model parameters of a specific working node, and if the working node's marked legal
number is greater than the illegal number, the working node is considered legal. The current
federal model updating module is used to update the current federal model based on the most
recent data. The Lipschitz neural network is a full connection layer in the first bottom layer
sub-model and/or a full connection layer in the second bottom layer sub-model. Encrypting

each gradient using the session key to produce an encrypted gradient for each intermediate
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detection model. The created countermeasure sample is established as a countermeasure
sample database by using the block chain's database function, and the countermeasure sample
is offered for the active party's countermeasure training, so reinforcing the vertical federal
system. The cutting condition is provided to the client in the federal learning process utilizing
the features of block chain openness and non-falsification, so that the appropriate cutting rate
is determined and the global model is protected from being attacked by a backdoor. The global
model is a model that was created by using an aggregation algorithm to safely aggregate local
models of other domains and performing multiple iterations. It has DDoS attack knowledge of
multiple domains and can detect attack types of other domains in addition to identifying attacks
in a local data set.

[0007] In some embodiments, wherein the block chain is added into the federal
learning architecture to remove the interference of malicious nodes in the training process and
to improve the training process's safety and privacy protection performance. A computer
programmer product is given that includes a computer programmer that, when executed by a
processor, implements the technique of generating a federated model described in any of the
embodiments of the current disclosure. A Lipschitz constant constraint is applied to each layer
of the Lipschitz neural network, and the Lipschitz constraint of the Lipschitz neural network
is a product of the Lipschitz constant constraints of each layer of the Lipschitz neural network.
In the second stage's fine granularity detection, based on the data flow to be detected, train an
initial detection model on each edge node using federal learning, so that each distributed
malicious site that launches a DDoS attack may be determined sensitively. The data uploaded
to the block is used to build a sample detector, and the countermeasure sample uploaded by

the malicious participant can be efficiently identified, allowing the participant to be evaluated
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as a malicious node or not. A participant registration submodule, a participant administration
submodule, and a participant credit calculation submodule compose the block chain credit
evaluation module.

[0008] These and other aspects of the embodiments herein will be better appreciated
and understood when considered in conjunction with the following description and the
accompanying drawings. It should be understood, however, that the following descriptions,
while indicating preferred embodiments and numerous specific details thereof, are given by
way of illustration and not of limitation. Many changes and modifications may be made within
the scope of the embodiments herein without departing from the spirit thereof, and the

embodiments herein include all such modifications.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009] The embodiments herein will be better understood from the following detailed
description with reference to the drawings, in which:
[0010] FIG. 1 illustrates a method for detection of malicious blockchain attacks using
federated learning according to an embodiment herein; and
[0011] FIG. 2 illustrates a method for a schematic flow chart of a network traffic
intrusion detection algorithm based on blockchain and federal learning according to an

embodiment herein.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
[0012] The embodiments herein and the various features and advantageous details

thereof are explained more fully with reference to the non-limiting embodiments that are
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illustrated in the accompanying drawings and detailed in the following description.
Descriptions of well-known components and processing techniques are omitted so as to not
unnecessarily obscure the embodiments herein. The examples used herein are intended merely
to facilitate an understanding of ways in which the embodiments herein may be practiced and
to further enable those of skill in the art to practice the embodiments herein. Accordingly, the
examples should not be construed as limiting the scope of the embodiments herein.

[0013] FIG. 1 illustrates a method for detection of malicious blockchain attacks using
federated learning according to an embodiment herein. In some embodiment, to obtain a fine
representation of data features, each equipment node collaboratively constructs a sparse
automatic encoder based on a block chain and federal learning during the feature extraction
stage. After obtaining a trained model, all parties utilize the model to jointly establish a model
prediction for a new sample in the prediction data set. When each node learns its local model,
independent training is performed using a random gradient descent method SGD based on the
set learning rate Ir, training round number M, and other parameter information. These packets
are disguised and their source is unknown, and the services sought by these packets frequently
demand a huge amount of system resources, preventing the target host from providing normal
services to the user and even triggering a system crash. An active participant in a vertical
federal system of a social network initiates a joint training task with the goal of training an
interest and hobby prediction model for predicting a user's interest and hobby and achieving
the goal of accurate recommendation by a downstream recommendation algorithm. These
tunnels are private sub-networks that allow for the isolated communication of at least two
peers. Only peers connected to the channel have access to read, submit, and validate

transactions. Participants generate a local model by preprocessing a local data set and
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executing local parameter adjustment training on machine learning or deep learning models
such as a neural network and the like.

[0014] In some embodiment, the data pseudo tags with greater confidence coefficients
are given during the pseudo tag creation stage by performing confidence coefficient evaluation
on the network’s last layer output. In federated learning, the server is a device that aggregates
model data taught by numerous clients. The server and the client communicate. And the data
to be trained is utilized by the client to train with the local sample data to create updated data,
which is then communicated back to the server to be aggregated with the updated data of other
clients to create a new model. The federal learning process may be more clearly described as
follows: the client performs model training on the global model using local sample data,
calculates gradient, updates model parameters, and sends the revised data to the server. To
achieve Byzantine robustness, analyze the updated gradient with a hidden Markov model or a
secure aggregation technique to identify the rogue user. During the training phase, each node
can communicate the local model to other nodes via equipment such as a local mobile phone,
a notebook computer, and so on, and each node's local model can be converged after numerous
rounds of iterative updating. Fields such as IP address, port number, data packet number, and
so on are used to calculate an entropy value, monitor the inflow traffic of the edge switch, and
create an algorithm flow to detect malicious traffic. The generative countermeasure network is
composed of two components: an attack generator network G and a discriminator network D.
The private key is used for hash encryption when the client side encrypts the local area model,
and the independent communication channel uses the public key to decrypt the encrypted local
area model. The fully-connected neural network has three layers: an input layer, a hidden layer,

and an output layer.
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[0015] In some embodiment, the furthermore, based on the schematic design, the
mining nodes in the block chain validate the validity of the local detection model parameters
uploaded by the working nodes, and the mining nodes receive model verification rewards,
while the legal working nodes receive model training rewards. Aggregating the update data
entails, for example, conducting a weighted Average on the update data provided by each client
using a federal Average method, and updating the data to be trained based on the calculation
result. A longitudinal federated learning system's anti-attack capabilities can be strengthened,
and dirty data and malicious update spread can be effectively limited to resist attacks. When
each node trains its own local model, independent training is performed using a Stochastic
Gradient Descent (SGD) approach based on parameter information set by each node such as
the learning rate Ir, training round number M, and so on. DDoS detection method with high
efficiency and accuracy for DDoS detection and mixing machine learning. The approach can
effectively protect SDN network controllers against DDoS attacks, allowing the controllers to
function properly.

[0016] The generated countermeasure sample data is fed into a discriminator, where
the probability of classification and the cross entropy of the positive sample label are used as
the loss function of a generator, with the goal of making the generated countermeasure sample
and the positive sample more similar. The first cutting occurs at a higher amplitude cutting
rate, and when the model is cut, the central server adds the differential privacy noise to the cut
model received after cutting. Identity information management, data management, and task
management are the three components of participant information management.

[0017] FIG. 2 illustrates a method for a schematic flow chart of a network traffic

intrusion detection algorithm based on blockchain and federal learning according to an

10
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embodiment herein. In some embodiments, the voting mechanism can successfully eradicate
malicious nodes as long as the malicious mining nodes participating in the vote verification
process do not exceed one-third of the total voting nodes. The weight matrices of the network
layers and/or the gradients of the network layers may be provided to the server as update data.
The gradient propagates both forwards and backwards. The model training process can be
separated into several model parameter updating stages. The first participant device inputs the
first training data into the first bottom layer sub-model during a model parameter update
procedure to get the first bottom layer output data. The experimental findings of the preceding
methods show that the system can detect DDoS attacks in the block chain, is practicable and
expandable, and can be used to real-world block chain situations. The cloud edge collaborative
detection approach uses the entropy value measurement method to pick the optimum Self-
organization map (SOM), classifies SOM neurons, and employs KD-trees to identify flows at
a finer granularity, improving detection accuracy. Furthermore, an active party in the federal
learning system can use the blockchain's database function to create an antagonistic sample
database, and a source of the antagonistic sample is supplied for the antagonistic training of
the central server model.

[0018] The central server can optimize the cutting rate to create an optimum cutting
effect by repeating the model cutting and model verification operations, however at the time,
the model is mainly erased by the injected backdoor features, so the effect is lost. Encrypting
and uploading local model parameters to an aggregate server to produce a global model, then
training iteratively to generate a final global model.

[0019] In some embodiments, after downloading the most recent block from the block

chain, the working node updates the model parameters using the Federal aggregation process
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after removing malicious model parameters depending on the vote results. To receive updated
data, the client is used to train a neural network model that is not reliant on the constraint
condition of the Leptochis constant, and the structure of the standard fully-connected neural
network model is the same as that of the present local model. Lipschitz constant restrictions
and neural network expression capabilities are sometimes thought to be mutually exclusive
objectives. Meanwhile, when compared to a single node training approach, the result
demonstrates the efficacy of collaborative training in the innovation. Second, a Snort intrusion
detection system and an SAE deep learning model are installed on a control plane to improve
detection precision. The non-tamper and accounting properties of block chain technology can
record the historical contribution degree of each participant in the federal learning system,
providing a foundation for discovering the malicious player. The processor could be a Central
Processing Unit (CPU), a microprocessor unit (MPU), a Digital Signal Processor (DSP), or a
Field Programmable Gate Array (FPGA), which could enable a block chain-based defense
against federal learning backdoor assaults. A local training sub-module for performing data
preprocessing and feature selection on the federated learning data set, as well as local training
utilizing a machine learning or deep learning algorithm on the feature-selected data set.
[0020] In some embodiments, some or all of the modules may be chosen based on
actual needs to fulfil the goal of this embodiment's solution. Without any imaginative effort, a
person of ordinary proficiency in the art may grasp and implement it. Furthermore, the basic
weighted average cannot prevent malicious updates made by attackers, and can even lead the
model to collapse in the case of a multi-attacker combination attack. The longitudinal federated
learning model contains a first bottom layer sub-model, an interaction layer sub-model, a top

layer sub-model based on a Lipschitz neural network, and a second bottom layer sub-model in
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a second participant device in the first participant device. The first baseline approach is a
centralized learning-based DDoS detection method, while the second baseline method is a
typical centralized joint learning technology-based DDoS detection method. The existing
method has the problems of being inefficient, detecting the same attack flow multiple times,
wasting resources, and being inefficient because the detection result is not shared across the
nodes. In the vertical federal system, a malicious node detection and reinforcing mechanism is
built, and the vertical federal model's safety and usability are improved. Following the
completion of the aggregation, the central server provides the global model to the client over

the separate communication channel and prepares for the next round of training.
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I/We Claim:

1. A method for detection of malicious blockchain attacks using federated learning,
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wherein the method comprises;

aiming for a local flow data set generated by each device in the industrial Internet
during the manufacturing process, detecting and marking novel attacks independently
using an unmarked attack type detection model to acquire local pseudo tag data and
tagged data;

receiving training data given by a server and determining a current local model
based on the training data;

acquiring second bottom layer output data received by the second participant
device, where the second bottom layer output data is obtained utilizing the second
training data and the second bottom layer sub-model;

inputting the training set of the local node pretreatment data into an LSTM model
of the local node for training in order to generate the final model of the local node;

obtaining a target detection model, train an initial detection model on each edge
node using federal learning based on the data stream to be detected under the constraint
that the detection result is abnormal;

the active computing node resists and trains the central server model by merging
resistance sample data supplied by the verification committee, so strengthening the
central server model's ability to defend against attacks;

the client receives a pruning model added with disturbance corresponding to local
data from the verification account book via an independent channel and submits a
verification result to the central server;

each domain participant preprocesses a local federal learning data set and uses the
preprocessed data set to train a neural network machine learning model or a deep learning
model locally; and

the edge terminals participating in federal learning employ local data to perform

model training in order to determine the gradient of the local model.

Dated this, 04™ November, 2023.

Signature
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ABSTRACT
DETECTION OF MALICIOUS BLOCKCHAIN ATTACKS USING FEDERATED

LEARNING
A method for the development of the invention proposes a network flow intrusion detection
technique based on a block chain and federal learning, which includes the processes listed
below: Each device detects and labels the novel attack independently, so establishing a global
model. After feeding a training sample set into the current local model and training it, the
product of the weight matrix norm and the gradient norm of each network layer in the current
local model satisfies the constraint condition of a Richest constant. A first bottom layer sub-
model, an interaction layer sub-model, a top layer sub-model based on a Lipschitz neural
network, and a second bottom layer sub-model in a second participant device comprise the
longitudinal federated learning model. The block chain DDoS attack is efficiently recognized,
and the communication overhead in the training process is considerably minimized. By using
a two-stage detection mode, system resources are saved; by training each initial detection
model using the federal learning method, each distributed malicious host that initiates a DDoS
attack can be determined, the accuracy of DDoS detection is improved, and a user's privacy is
protected. The approach can detect rogue nodes and strengthen the vertical federal learning
system.

FIG.1
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